o 45 [RE X /Specially issued Original Paper

TraFST

HEHZRZy D=0 tEFX1) T 14K
MNEOTIO—F
B & aKRK0ER? FEE . HE - B BFE

Security Protection for Industrial Automation
and Control System Network
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Abstract— The threat of cyber-attacks to industrial automation and control system network of social
infrastructure has risen. In 2010, an epoch making malware Stuxnet was discovered. Stuxnet was
developed to attack the controllers in Iran nuclear fuel factory and has succeeded to hinder the oper-
ation for a long term. Even if the controllers were not connected to internet, they could be targets.
Stuxnet ~ s subspecies were already discovered. The necessity of cyber-security measures for indus-
trial control systems network (ICSN) is now seriously recognized. However, effective cyber-security
measures have not been installed to ICSN yet. Based on this background, this paper aims at visu-
alization of tool investment effect and proposes a systematic design approach of protection systems

against cyber-attacks for ICSN.
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JIBEBATREWY AT L7 EEE R A V7 7 ORI A
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BEFIEZ TV D, KR, EFRREIL - 7 77 FEL
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w5 (Figl) . L7223 T AR HH 4 N—E S
B ERMEIITETE R WIRITH 5.

2010 424 T >~ OFZEFE X D 7 T > A > A
T A7, Stuxnet & W) FERRI LY 2 7IZ L DA N —
WEOWEL T, ZOFEMAZIEILOE LT, Hlfy
AT AR e LRI A N - S L Tw»
B ALET T 2 P ORIHY AT A EIZ O E L ICS A
YA N—WEE Z T 256, REOHEROIRMHIZIT TR
L, BRREBRWE O E Voot — 77 1 e
LHEWMIET L RENED D 5.

WL, fl S AT A %R E L7z APT (Advanced Per-
sistent Threat) ZCEE & I AL 5 4 A /N — LRI, FRmIED
ERWERGEL - PO 7o & & 7o HEIeTE = R L ALRRA 12
fTONDMEMICH Y, 5B S OICEELT L LEZ BN,
YA N—E) S 70 AR DRE % T 5 120 O
ZEILHHTH Y BHBTH 5 [2-6].

INFET, 24 EMBEIHESND ) A7 % EEY
LCEHRYVATATIISARDO L) IZHEHASIN TS
Fa) T AN FRT VF T4 INVAY T AR TIE
BFOENTE USBIZL AT ¥ F 74 VARKIET
T LUAVGEE S G nAR T A M)A R Y, RO
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PHAZEB LA REF ) 747 =75, 2014 5
WAL LX) RLEHP OB T L)1k TET.
LA LADS, Hl#ly 27 AANOxHy — Vi L0k
ANFZFLRFLRERIN TR, ANk F 2 T4
MRIE—BIZEE D DDOTIE %L, BRER &8N 2 4
B UC, A I E LT RELDTH L EEZ LN
B RIS U2 e d, ED LX) REIAT, EDLH
LFEEREEACTITZIEL D TH A ) 7).
COBFEEZ, AEL 1O0T 52 FOFI#HY A
TAEMNGEE LT HIEREF ) 74 AEOFIEE
Z L (78], R F 2 7 4 Y — L OEIR & FLiE 2
DOWTHETZ#IT572[9]. LA LARDS, B o7TF >~ b
ZFEOHIER A Y T =7 AOEX 1) T 1 G, O
R FINZODOWTIE SN TV,
ZLOFEFHEHAL, FEENIEROTT Y Mo d
DEEA VT TORETIX, —FDOTT ¥ bAH A 38—
LX) T RAEBH LA LThMEESL LTORY
AL LTEIARRETHS. Lol, —EICKBBE RS
EITHTEBDEL V. KT T IADOF A N—kF 2
TARRIE—EIZET DL HOTIE R L, fERMEREEN
ARG LT, FHEICHIL T RE LD THDL EEZ
bNb. BEROFEN LTI Y ORlEHRA Y b7 =2
R L COSRZ IR T HMIC L o Th, WRDIES
ZUT, TEERET LML ST, TOTEDEY
PRI LT WIETRENS Z EDEENS [T7].
—J5, ICS ¥ A4 N — & F21) 710 EPEEE
IEC62443 (IEC: International Electrotechnical Commis-
sion) & ISA99(ISA: International Society of Automation)
Tlx, Zone-Conduit |2 X A FFMIARE S LT W5,

ISA99 Tid, ICS X2V T4 25T 572000 7D
DIERFEA:, RO F21) 74 LV OIRED SAL
(Security Assurance Level) BSEZR SN TS, LA L%
Mo, EHLRIREDOW G HEFEL LT WET, &
Fa)TAREY - VOBAXKHFT H121E, Lo
EBZETIEIALT, X)) 74 HERET D200
T IO —F BT A ESNETHDLEE R
ZO7-0, RWFETIE, BT T ¥ &b OHlHR
2y N T =7 ~\DtF ) T4 = VOFERHED [H
22 ) \EB L, EFSEAEICHID 2435, &7 2 b
ANDYATER, k¥ a) T4 MRE, ROREEONT
VARERB LI RIS AT U —F RIRET 5.

2. ICS X2 TF 1« WEKDBIR

21 ChETOEF 2T 154

FIHS AT DT A N—tF 1) 7 1 RIEICELY # e
WZH72o T HI AT LAERELTND YT T
XIELD, TI7 Y bON=FT 27, VAT AIHEDLL T
VIVZTRANRL=F =DV A7, ELIREHL D
BRZGE A GREREZEZER LA T A Y M LD
HEH., L, btXa) 74 REENT D HORKEL
izt b N R (AT NN

INFET, HHtF2) 74 LTI, vFa) 74
SHiZ5#E (CC: Common Criteria) (2 X > C,IT 7o ¥ 2 b
DY F 1) 74 BB, T2, Bl ) TR Y
A b T AT L (ISMS: Information Security Management
System) X°, ¥ 21 7 4 X WEHME T IV [2] 12 L - T,
HAFRIC BT A1EHRE X 2 ) T A RO 72D D M F 74
TR SN EATRENT VLA, TOERICTIL R
L1200 BMKRETIIRLTBLH T, ETE 2 0%
BHTA2MIESINTVRLIRRTHL., SHIZINHD
WAL, 7O ARDBLORKEL LAV F—R 3
BN E Y —F D) A7 2B FE 272, BREDHER &
V) HIERICEZE 2Bl Ao Tn v, fili#RT
W% EDFENED, EDX ) LR E EOREEA
FTEREP, IBEPLETHLLEF R 5.

2.2 FHMAE

RWFZE T, ISA 99[10] TEFZ SN TWDE 7 O0H
A FR (Foundational Requirements) & SAL (Security
Assurance Level) # # N ZENt ¥ 21 57 1 OFEAMHHE &
LAVIREREE LG, Ry — VR OHIEZ A Yy b T —2
VAT AT B F ) T A OFHEATH. TODH
REMEFR LOVSAL IZLLF D X H IR ENS [11]
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2. Use control (UC) :
I—H—=D) 7 T NeEITT LHNHERZ RO
5.
3. Data integrity (DI) : {53 - frRFFH DT — ¥ DA IEH:
ez B Eeathz ko,
4. Data confidentiality (DC) :
B3 - RFFTH O 7 — & OYLHE B 1 LT 2 fRD.
5. Restrict data flow (RDF) :
T DRV %S — Y HIZREL, VAT LD
YT AL M ERT.
6. Timely response to an event (TRE) :
A7y PREAERICEAZIEZ, SRz &O, H
FEIZIEL WTE 2 & 5.
7. Resource availability (RA) :
VAT LW MR RS 5.

4D SAL O L ~\)b

SA L1:AProtection against casual or coincidental violation
TN r—vay, kX)) T4 RK)T—OHE»
LHEER - BV D R H SRR IS BRI 2 B 2
EEP LAV

SA L2 : Protection against intentional violation using sim-
ple means
VAT AREF L) TAIIOVTH D HRRO 2\
NG =S, AV —F v F EICARIN TV
BPEREZHWT, WL A N —BB 21T
)T RSN

SA L3 : Protection against intentional violation using so-
phisticated means
XN TARY =Ty N ed Y AT A EBA
L, BEWEOH F ) SN TW R WEETEZ Hw
720, WS o720 T A A N2 L
~Nb,

SA L4 : Protection against intentional violation using so-
phisticated means with extended resources
SAL3 L ) QFHICEER T v ¥ a— 5 G, K%
M2 A N—BBEZ [ L.

ISA99 T, 5 Y AT LD T OEMED L N)VIRED
RED, LTO LI IZRT PVEHWTERL TS, £
DOFEHILRIEANZ VT 5~ — b (Vector Format) & [
T 5 [6][12].

SAL_X ([FR,] Control system)
= {AC,UC,DI,DC,RDF, TRE,RA}
F72, ISAO TIE, X2V T4 L XVOy¥ A TELT,
Target SAL, Achieved SAL & Capabilities SAL ¢ 3 Ffi4H

DUTD L) IZEFREIN TS,
SAL_X = (Required) The SAL type.
Z 2T,
SAL_T = Target SAL.

SAL_A = Achieved SAL.
SAL_C = Capabilities SAL.

TH5b.
Bl z1E

SAL_T(Control system) = {2,2,0,1,3,1,3}.

I3 Control system @ 7 DZA4:d AC, UC, DI, DC, RDF,
TRE, RA @ Target SAL |&, £ €412,2,0,1,3,1,3 T
HHZLEEIRTS.

J.HEEARR Yy T —T7DEFXF 1) T4 WERD
MEFIR

ABFFETIE, HERAY T =7 DLF ) 745K
NEOT TH—F L LT, Fig2 Ot* 2 7 1 5K
FO7u—F v — bEIEET S, Step 0~Step 17 (B SO
~S17) 1 Z70—DFETIETH 5.

Z 2T, Fig3 oty M7 =27 ZHWT, ##FEL
PR ROFIRZFNS 5. Z0FliE, DM (DeMili-
tarized) V' — >, AEEEY' - & nflOICS V- (L
WD ICE DRSNS, KGR TIE, DM vV — VIZEE
ENTWD Web 4 bR A — )7 EXFERIZ IS 724 —
E A== & 9) %2~ % Enterprise Machines &
-1¥, OPC Server (OPC: Object Linking and Embedding
for Process Control), Scheduling, Asset Management 72
ED &9 %~ v #% Management Machines & I-5 2
LT 5. ICS V' — Y IZBWTIE, Data Server, Opera-
tion Support Systems 7 & DY —/Y—#:% Control Servers
L TN, SCADA (Supervisory Control and Data Acquisi-
tion System) X°¥3; D PC 7% £ % HMIs (Human Machine
Interfaces) EFERZ 1255, 512, DCS (Distributed
Control System) %> PLC (Programmable Logic Controller)
% EDay b —F % Controllers EFFAZ L 12T 5.

RETIE, HFELRT W0, 300 % ROl
Ay T =2 AT AEHFIE LT, Fig2 OFNHE
W4 5.

Step 0 : X43R Y —ILRDEE & EAE S DOREAREE

Table 1 1%, X3V — VEhEE & BAZFO RO
BlaRLTW5D, Kl 7 DOFEAREM: SAL & 2 A b
T, MEdI Ry — Vv Ch b, FAHE LTL, Bl 2L,
(D ® User Control 1¥ AC,UC,DI & DC DEEAS7- S,
SAL® 1,2 L 3O 3N H Y, TR MIETHEE
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Table 1: xf35 Y — )V EhRE & FEARZ MO BILRDIEFLH]

FR [Foundational requirements)
=l saL | 724
(Jap)
A uc DI oc ROF | TRE RA
D Uszer Control (o} O O 9] 1,23 |#A
@ Firewall O Q Q e |#EA
@ Anti-Yirus O O e T+
@ USE port Block o | o
#R~
S Backup Server [ AT
®Com. Shut
(Communication Shutdown) Q Q o |12 o
- e
Dwhite list @] O e Yw

THAZLZERTSL, ZZTRLTVWAY — )LD I A
MI[12] 22 L CED/MEMETH 5.

Step 1 : RARIED 2

Fig.3 HOEENIB AR DO GBI Z R L Tnwh. 22
TlZ, % Factory @ Controllers ~D12 AFE#H1L, Internet
7> 5, Enterprise Machines 7 5, Management Machines 7»
5, Control Servers 7° 5, HMIs 7* 5, Controllers 7* 5 @
6FfEEZOLNSL. 22T, n=3DIGEIEIHE LT
AHDT, 4H 18 Pass & 7 V) Factoryl~3 @ Controllers
N AL, F1Z 1, Pass] ~6,Pass7~12 & Pass13
~18ThHsb. ZZIHLBAOAYOELT, A1 ¥ =%
b, AL g & OERREEESE (USB, fR5FH PC) |, I OV
METR LR EBTONG.

FV = I T YR A, ARWZEIZIE, Con-
troller Ut D~ %, &FPC &35, ICS Dt—7
TAEFH2OIE, TRTCOREOEF 2 7 1 &
LTI RS2V T, FHEIZBNT, 1 RKDOE
FITRBLL TV a0, EHEEOTXToOYY r25E
LTWwWa., E2,MoOEWNT, Eoy—VaxiEs ik

WOPDARMFEDOEE L AERATH 5.

Step2: SO, S1, S7 & SI5 (CHEDEHBE Y X F LICH
T AMFRDEIR EEE
KIfgeClx, BRARBEO SRR () A7 FR), FH
Tt xay T ReDONT v AR EEL-E V-
OER L FLE 1T . Figd O LHBOIET S (DM ) —
VB EREEH —)121E, Step 0, 1,7 & 15 OGHTE
BAZHED VK — VORES Z R L7z,
TRED Step 3~6 IZBWT, vV — )V &l L 7@
AF AR L TEF 2 7 1 -2 47 .
Step3: V—IEBREBELAEEY Y TOEGANDFME
B BT A KD SAL L)L (FR level) %
XDk,
SAL_Machine(i, j)[FR(n)]
= Max { SAL _Machine(i, j)[FR(n)-(D],
-+, SAL_Machine(i, j)[FR(n)-@] } (1)
SIT, i GEEOBIES, [ 13HIWRIBT S
¥ v OB, FR(n) EEAFEOBBES, Oy -V
Dk 2R
Step4 : V—ILEERE L = BERE TCOESEADHE
BIEREIZ BT A BEMD SAL LRV ER (2) 12X D
ko5,
SAL Zone(i)[FR(n)]
= Min { SAL_Machine(i, 1)[FR(n)],
.-+, SAL_Machine(i, j)[FR(n)] } )

Step5: V—ILEEE L - &FEE N DO
R SAL LR 3) Ik )k B
SAL_X(Zone(i))
= Min{SAL_X([FR(1)] Zone(i)),
.-+, SAL_X([FR(7)] Zone(i)) } (3)

Step 6 : YV —ILEEE L 2438 ¥ X T LDl
PATALADSAL LNV ER @) I2E)KRdENS
SAL_X([FR,] System)
= Max { SAL_X([FR,] Zone(1)),
.-+, SAL_X([FR,] Zone(i)) } 4)

A @)L, BROBEEZBEZ 5L &, Z O % L%
TAHEEL SIE, ROWHARRETEL S Z &2,

X (H)~@) #HWT, Figd TOLF2) 71 7—)
AHCE L7235 2 F A~ O E-ikE $ % Table 2 © L&
IZRLTW5. Table2 DEEEO~ Y > OBEKIZ3 T
KFIHTAOEFEBEZHEL TS RHEE LTV
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Factory 1 Factory 2 Factory n

Fig.4: ¥ 2 7 4 0Ky — VOREH

W, MR ROA Y T — 7 OB TOBMEE T4, O
A2 ME, V=YD TRTOT Y VZEHT 5 DIZNE
Hffits L 220, Y Lo TSR R 2 L%
B L7fEICTRETH 5.

Step7: S6 DIFREVIAVEKREFEEDY Yy F LT
S6 DAEF, VAV EIREFHE R/, WNREE
BHL, £9TE20NE S2 IR > THME 5.

Step 8 : S7T DIER&HRAT 3.

Step 0~Step 8 1%, Fil Y 2T LA ANDK L EDTIE
TH5H. TFLD Step On~Step 16n 2BV T, K1Y
DS AT BAANORRZEZIT). T2 TOnld LY
DiEpF T TH 5.

Step9.n: SO, S1, S14.n (CEDIEKTIH (1,2,---,n) D
ICS "D RDFER L BB

Fig.4 O F O#4121%, Step 0,1 & 14n OIHTAE R
# T Factory 1~3 ~Oxf Y — VORLES] %75 L
7. TREO Step 10.n~13_n \2BWT, Y — )V EFE L 7-
% Factory DI S 2 7 22k LT F 21) 7 1 #F:ifi %
1T9. Z T T, Factory 2 =5l (Table 2 O F D55 % %
M) L LT, BRoili ik a HT 5.

Step10n: BTH/ICHWVWT, V-ILERBELAEZY Y
> TOEAANDOFFHE

Z ZCTOFEMi 0% Step 3 DNE L AFETH 5.

Bl 2 1Z, Factory 2 D F§JE 6 (HMIs) O M(6, 1) @ FR(7)
DA, BESINY = LE@GDD SAL (N2
N1,2,2, 1070, K1) I2LD

SAL_Machine(6, 1)[FR(7)]
= Max { SAL_Machine(6, 1)[FR(7)- @O @] }
=Max{1,2,2,1} =2

Th5b.
Steplln: BIH/ICHEWT, V-ILEEREL-ZEE
TOBHEA DI

Z ZCOFHMI ) 1% Step 4 DNZE &L AT 5.

% 21X, Factory 2 OR§JE 6 (HMIs) @ FR(7) D541,
K@) I2&Y,

SAL_Zone(6)[FR(7)]
= Min { SAL_Machine(6,1)[FR(7)],
-+, SAL _Machine(6,3)[FR(7)] }
—Min{2,2,3} = 2
Thb.
Step12.n: BLHFICHWVWT, YV—ILE2ERE L -BEE
WLl

Z 2 COFHMi L Step 5 ONE LA TH 5.

% 213, Factory 2 O F&E 6 (HMIs) O ¥4, 2L (3) 12
L0,

SAL_A(Zone(6))
= Min {SAL_A([FR(1)] Zone(6)),
-+, SAL_A([FR(7)] Zone(6)) }
=Min{2,2,2,2,0,1,2} = 0
Tdh5b.
Step13.n: ETHICHEWVWT, YV—ILEEREL~ZTIHn
D 1 C SADOFH
Z 2 COFFMi S Step 6 DNE L [AFETH 5.
% 2 1Z, Factory 2 @ ICS DA, s @) 1I2L D,
SAL_A([FR,]ICS of Factory 2)
= Max { SAL_A([FR,]Zone(5 of Factory 2)),
-+, SAL_A([FR,]Zone(8 of Factory 2)) }
=Max{0,0,2,2} = 2
Tdh5b.

Step 10n~13.n % FV' T, Figd TOEF21) 54—
)V % BLiE L 72 Factory 2 Ol o 2 7 A ~OFHiffiaE#l %
Table 2 O T DHFIFIZIRL TW 5.

% 72, Factory 1~3 Ol 2 A 7 A~ DFEAMifkEF % Ta-
ble 3 1Z/RL TV 5.

Step 14.n: ETIHBICHNT, SI3n DRERE U X 7ER
EFEEDTyF LT

Z 2T, 7, Factory 2 DBl FIWELE %17 .

Factory 2 {22V TCIE, Table 2 & 3 IZRL T4 L9
(2, Eodtit v =2 ETFOICS 121, Y — Vs
BINTWAETD, 5F5-XE Controller ~® 6 2D Pass
NHRASNIGEICIE, TXTOEMEDN-IND X
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Fig. 5: Factory 2 ® Achieved SAL & Target SAL

Table 3: % T OHIH Y A 7 A~ OFH

& Factory® HIHE 27 1y FR {Foundational Re cuire ments) gal :llb\?*/ 70;
(n=3) Lewel | ey | 521
AC ‘ uc | C1 [nle} RDF | TRE | RA =
Gatway 31 4] o] ]
Factory (1) |HMIs o P o
DHEE cantrol Servers o 0
AT h
Controliers O @ @ D ® & (&6 1 |EE 3
Gatway 3_2 @ @@ @ @@ e |§ZH 3
@@ ‘;szﬁm
HbAL Q 3
ey [ o o ool o |0 g
o 2 i1 e
DEE | imisenes [O @ |0 |0 [® |@® %% . ‘gﬁﬁ 5
Contolers | |D @ D |® @ @6 | - ‘ﬁﬁ; 3
Gatway 3_3 Q ] 0
Factory (3) |HMls o o o
(D%Eﬁﬂ Control Servers o P 0
YAT L
Controliers [ I 1 I ()] (GO GY R 1Y Y] 1 |EA 3

IR HE L7,
Fig.5 & Factory 2 ® Achieved SAL & 223K & 4172 Target
SAL OiEHREZ/RLCT\WwWA. Fig. 512410,

SAL_A Factory(2) = {2,2,2,2,2,2,2}
SAL_T Factory(2) = {2,3,1,1,1,2,2}

7% O T, Factory 2 @ Achieved SAL{AC, DI, DC, RDF,
TRE, RA} (& Target SAL (2§72 L T\ % 2%, Achieved
SAL{UC } i Target SAL |Z{ii72 L Tz, FH
WHeCTHIUL, JIEY — LD UCDLNIVT v THFTh
NLHZENET L.

%72, Fig.5 & Table 2 %, Factory 2 OHlfHIZ AT 4
NDORRDOREE LB 2 RO DFIREN L I 00
T, TO¥ETEYEHMT 52, SOICHEEBMNT
%, HBHVIIHIBET 2D ERET 5.

i, Table 3 12 & V), Factory 1 & 3 DEE%479H. 2
ZC, Factory 1 & 3 1%, A N—EH L OLEMELR
(Field Device DL &R EIfEO M) 12, R/ABEOE
ETHEEETVGEORFBIC R > T 5. 595 H 5
b, FXEROPNTHAN—EIZHEELTCLE) &

ZOENLDT, TXTO/NANIOWTHE L 2T Uz
5w, REEipIRE% 54 845 Dt Field Device T
1), Controllers ~DOXIH X, TXTO/IAZI@HOXT
R B,

FDD, RNROBETORIKEZIBHT L L X,
Controllers 7> 5XF Y — VOB E Z T L v
EZz2zobNb. Fl, 120V —LVT, X2 T14D7
P TRTChi 23 b Dd %W T, Table 3 IZRT X
912, Factory 1 & 3 128> TiZ, Controllers D 55514 %
B F72012, OO@FRET .

Stepl15: £ TDS4DIERE L X T LERD) X VE
RKeEFEEDTyFLT

Sl4n OFER, ) A7 ERETFHEEZG L, MRS
L, 29 TIERITIUL, SO 2R THIRET§ 5.

Step 16 : S15 DIER 5 XA T 3.
Step 17 : MRIUEEIET T 3.

4. D

FAN—BEOTFINIHAELLTHBY, HE A7
LAy T =T NDFAN—HEOEBIHE > TV 5.
AR TIE, X 2) T4V —LVORENRET [RZ25
bl $22%BiL, VAZENR, tFXa) 71 Mk
T OHEEEEDINT v A % ZRE L 72HililR ¥ ) 7 4 &
HOTTa—FERRE LT

WSROIy NT—7 Y AT LAOREEPS T O —F¢
LARFFEIZLY, HIHS AT 2B AF 4 N —kF
V74 LARVOFHIE L, FEETRELFX ) 71 05K
REIRL, EHICZORRMEEZBETT S, PDCAYA 7
WS & BEEDUREIZ R o 72,

BE L 72 E T RO G, O IREE 2
ET—BILEZDL5DTIE LW, IBELLT—T )
ZHAWT, A NSEBLLYS, V—IVOE, ALk
FTOEIR %, MR FH LFHBE L D12, ks
ERE D LICHLAIENTEXL LI o7,

StE AWfgRId, RlEmrse g phnigsE ([2R038 B © W78
FH WE—ER, SRS 24310119] & [FEMEWFZE B : WFZEAL
FHAEGAR Fh, ETRS 25282101]) 12X 0 B E 2 T
OHND.

References
[1] BRSATBUEN - [HEOLEERRRE (IPA) # C [EZEA 7 5
ORI Y AT AtF ) T4 & IT ¥ —E AT
LA ] (2009).

[2] H. Yoneda, “View point and challenges of OPC UA uti-
lization in FA/PA viewed from user”, Keiso, Vol.57, No.10,

114 W B 105 E 25



(3]

(4]

(3]

(6]

(7]

(8]

(9]

[10]

(11]

[12]

Security Protection for Industrial Automation and Control System Network

pp-1-6, Oct., 2014.

Y. Hashimoto, et al., “Safety securing approach against
cyber-attacks for process control system”, International
Journal of Computers and Chemical Engineering, Vol.57,
pp. 181-186, 2013.

H. Moritani, et al., “Development of CAD for Zone Dividing
of Process Control Networks to Improve Cyber Security”,
Proceedings of 14th International Conference on Control,
Automation and Systems, Oct. 22-25, 2014, Korea.

T. Morita, et al., “Detection of Cyber-Attacks with Zone Di-
viding and PCA”, Proceedings of Procedia Computer Sci-
ence, Vol.22, pp.727-736, 2013.

M. Kojima, et al., “Development of CAD for Plant-Wide
Control Loop Configuration”, Proceedings of ADCONIP
2014, pp.450-454, 2014.

H. Takagi, et al., “Strategic Security Protection for Industrial
Control System”, Proc. SICE Annual Conference, pp.1215-
1221, 2015, China.

b, AT T, WAV & &, BE—HR, ICS £ F 2.1 7 4
KR DOLETEE, HARME B ERXIFMRREERET
ik (2015)

P, FARD & A, FHEE— IS, B — B8, #6407 %, filfH%
X2 T4y -V OEIREE, 5 6 MfkEmEg o~
77 Ly AFFa4%, pp.158-162  (2015) .

ISA_99. 03. 03, Security for industrial automation and con-
trol systems, Part 3-3: System security requirements and se-
curity levels (2013)

G. James, et al., Security Assurance Levels: A Vector Ap-
proach to Describing Security Requirements, 2010.

A RLFE TR AT a2F2) T4V ) a—2ay
KA1, Al B SRR TR 27 SRR Rt 2 ) 7 o
HETFA T2 (2015) .

b
AR O & A

Bk —HR

a4 75

7

2007 4EBRBRERFRABEE TG IS S gl 137
BT, TEdt. EAEERFIENINIZEE &L
FERFRBWIZEE 248, 2010 4E & W iR TR
KEEBE TR B3R, AW ERE, EE~ Y
AN, B Y — 2 L SCM, EFEY AT L DHF—N
X2 T4 B EOWRICHESR. 2007 FAHTAH
AR Tpam U E < E.

2013 444 B TR T3t & TR A,
2015 4 £ B LR FE R L se it At T
BB T. 2015 0 EGRAT, BIFEICE .

2016 44 B TR TR A & TR A,
2016 F44 1B LHERF R LA RFH S Ty
YOS BUEICES.

1979 4 FLAR H KB T e BHis b B g+
MAME T, FAETACH L Dtk KL, 1998 4
TIHETERFETO D 27 bR Y X 2 N FRHERIR,
BIZRFET, 2008 4 & Y 44 E LSRF B LAEiige
B, BAEICE S, 20V =7 v I RETOE
BEEWFIAT, 70V 27 hAVA YN, =7
TA&EF2) T AR AL NEOWIEICHES.

1985 4EGUER K ko b T aE i 78 AL 3 b 3 1
AT B 1985 £ B TR RFEE
B, 2003 4EEIZ, HIEICE S, 7O AV AT AL
&, 7a v Al EOMEIciedE. Tt 5l
HEHEZES (b TEE R EO&E.

Oukan Vol.10, No.2

115



